DEFCON CTF ’08 Binary 500
Analyze ELF binary in FreeBSD

Binary 500:
http://nopsr.us/ctf2008qual/reversing500-cf3f218b2331845ae68b2a4a53b9cb28
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# file reversing500-cf3f218b2331845ae68b2a4a53b9ch28
reversing500-cf3f218b2331845ae68b2a4a53b9cb28: ELF 32-bit LSB

executable, Intel 80386, version 1 (FreeBSD), for FreeBSD 6.3, dynamically
linked (uses shared libs), stripped

« SHIZETLEL...
# .Ireversing500-cf3f218b2331845ae68b2a4a53b9ch28
Usage: ./MathilsHarD <keyfile>
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e jmpZpush, ret(ZZ=#&
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push loc_804CC36
retn

> (8)
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]

14%)

jmp loc_804CC36

. text:0804CC36
. text:0804CC3A
. text:0804CC40

cmp
jnz
jmp

dword ptr [ebp-30h], O

loc_8049F 74
loc_8049F68
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» jmpZstc, jblZZE A
« EERAE S (pushf, popf) &8N

pushf
stc
jb

(EEREGS jmp loc_8048D61

loc_8048D60
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_text:08048D60  popf /mEMLm)

v

. text:08048D61 mov ecx, [ebp—-34h]
. text:08048D64 mov edx, [ebp-14h]
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« jmpZxmov, call, poplZZ #2
« B RR/LA S (push, pop) Z1EMN

push
mov
call

eax (EEKLHS jmp loc_804BCB9

eax, sub_804BCB7
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. text:0804BCB7 pop ax
. text:0804BCB8 pop eax (EEKRLHS)

v
. text:0804BCB9 |eave
. text:0804BCBA retn
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o B HF D WIE (F)

08048C34: (start) [
[ (#88)
08048CA5: S~
call sub_08049891 —— —=
— 080495FD:
08049891 N cmp dword ptr [ebp+8], 1
pu:h offset 0804BSEE 2211 sub 0304BCHD
re
— 0804BCBD:
0804BSEE : usage
push ebp exit
pushf
stc 08049608
jb sub_0804AE16 (TIL—F I~)
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08049608:
push sub_0804C/BB

ret
\
0804C/BB:
sub esp, 0Ch

Jmp sub_0804C4CA |
7

test eax, eax
jz sub_0804C396
call sub_0804BCBD
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’0804CACA
mov eax,
add eax,

VAN

[ebp+0Ch]

4

__call sub_0804992B | >

add esp,
pushf

1Unh

0804BCBD:
usage
exit

stc
0804C38C: jb sub_0804C38C
popf

0804C396:
(RIL—F )
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0804C396: 08040572:
jmp sub_080498AE obf
T
— < push 0A28h b
080498AE: call sub_0804G3D0
sub esp, 0Ch add esp, 10h
pushf mov [ebp—4], eax
stc sub esp, 8
jb sub_0804C572 pushf
jb sub_0804A577
//
—
0804A571:
popf

N\

/—
__push 0804B095 0804C3D0 - Ry kT —4 AL ALER
push dword ptr [ebp-4]

call sub_080493A7 080493A7 - accept)L—F >
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* 08049F8ALLIEN . VAT U hNEBHREF
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1Tl

0804902E:
cmp [ebp-0Ch], 4 (HEE) 08049F8A:
jg sub_0804D7FC push ebp

mov ebp, esp
0804903B:

cal| sub_0804AE03
jmp sub_0804D7EB 0804D7EB:
mov ds:0804E1B4[ebx*4], eax

° 0804D7EB‘i lea eax, [ebp-0Ch]
Rz 5 D7D DFE
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&R #40:%1E (0804DB93)

« 0804DBO3LIEMBELRFLE(ENIE., sendld.
EEH0804DOBBTITHN5

N

0804902E : '0804DBY3:
cmp [ebp-0Ch], 4 sub esp, 4
jg sub_0804D/FC push 14h
~ push ds:0804E1B4 [ebx*4]
0804D7FC: push dword ptr [ebp+8]
push 0804DB93 call sub_0804D0OBB
retn

NS
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WAVEZ 74 )L DR

RIFF WAVE 274 IL74—< vk
http://www.geocities.co.jp/MotorCity/3774/wave.pdf

WAVE (\WAV) file format
http://oku.edu.mie-u.ac.jp/~okumura/wavefmt.htmi

WAV T7AILITH—T vk
http://www.KkkK.iij4u.or.jp/~kondo/wave/

WAV (PCM)Z7A/ L BB T )L
http://apollon.cc.u-tokyo.ac.jp/~watanabe/sample/wavsample.html

Waveform Audio File Format (3:E)
http://groovit.disjunkt.com/analog/wave/wave.pdf
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WAVEZ 74 )L DEHTALIE

offset 00 A% "RIFF” Hv? (0804CE94)
offset 08 A% “WAVE” H ? (08049B3F)
offset 04 H325000LL A ? (08049686)
offset 04 M3LYKELVvH ? (0804C6AD)
offset 04 % JtlZcallocZxME.5:(0804B1D6)
offset 0OC A "fmt ” Hv? (0804AA90)

o0 kw0

CDEITGNEMIE < Ef5<...orz
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o dwWaveSizeWNEH A X T, HEEE. Pi
A EZE T, SAMPLING RATEMNADZ #

Z 1 ¥ fE] [ 2] [E

T8I ZERT HUE

for (int i=0; i<dwWaveSize;i++) {
double phase = (double) i*f*Pi*2. 0/ (double) SAMPLING_RATE;
bWave[i] = (BYTE) (sin(phase)*128.0+128.0) ;

5T :htto://apollon.cc.u-tokyo.ac.jp/~watanabe/sample/wavsample.html
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Any Question?
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