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ihatedns.allyourboxarebelongto.us




. file

# file reversing400-b05c8059389c8ade8e1al0314f458be5
reversing400-b05c8059389c8ade8elal0314f458be5: ELF 32-bit LSB shared
object, Intel 80386, version 1 (FreeBSD), stripped

o strings

# strings reversing400-b05¢c8059389c8ade8elal0314f458hbe5

sysent
module_register init
__start_set sysinit_set

ko



# kldload -v ./reversing400-b05c8059389c8ade8e1al10314f458be5
KLD reversing400-b05¢c8059389c8ade8elal0314f458be5: depends on
captain_kmod — not available

This code is running on ihatedns.allyourboxarebelongto.us.

Ihatedns



IDAPro

. Exploit
« Exploit ihatedns
iIhatedns

Remote



start:
text:000009F0
text:000009F2
.text:000009F 3

FF C3 4B

IDAPro

EB FF
C3
4B

jmp

jmp short near ptr start+1
retn

dec ebx

text:000009F1
jmp
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start:
1text:000009F0 EB
text:000009F1 FF C3
text:000009F3 4B

text:000009F1

db OEBh
inc ebx

dec ebx

ebx

ebx
NOP
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. IDT

by FFR

http://www.fourteenforty.jp/research/research_papers/SystemCall.pdf

. Ring0
iInt 80h
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IDT

sidt
— e
Ctext 100001104 <idt fword ptr [ebp-14h]
Jtext 00007104 5 - —- F;;:::=>—* ------ ‘=f:ff;;? -------
et D 00007108 db OEER 5 4
et 00007109 ;0 -
Ctext 000071104 Tals e
Ctext (000071 10E dec ey
Ctext 00007700 Tals e
et 00007100 dec EA
et 000071 10E My ecx, Lebp-12h]
ext 0000717171 lea edw, [ecx+d(0h]
(HE)
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uprintf

* uprintf

e LR e
Ctesxt :00000ACC
Ctesxt :00000ACD

Ctext d00000ADS
Ctexdt D 00000404

push
MO

pLsh
cal |

ehp
ebp, esp

offset currentpid
uprintf
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uprintf

et D 000004815 unk_ATh
et t000004R4 call

| oo AE4

—

et 00000AEd oo AE4:

T CCLLF=:01+3Ck] & Oxf 500003 1=(0x5be0000)

Ctexdt :O0000BT]
Ctext (O0000E3:

/

Jtext 00000B38 |oc B35

=t UO000ET T

text :000004CC
et - 00000BT 1

Jtext :00000B11 unk_B11

“ye



uprintf

text:00000B11
Jtext :00000ETT unk_B11 db OEBR ; 4
et (00000817 movzy  edk, Cx
ctext O0000BTA and ehy, |
Cext 0000010 anrd ecx, OFFFFOO00R
et (000002 sh | ebx, 10k
Cext :00000B26 lea eax, dsil[ecxkd ]
Ctext (0000020 KO eax, ebx
Ctext (00000BZF or edx, eax
ctesxt (00000831 I [esi+3Ch], edx

Exploit
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Exploit

0x5be90000

* Exploit

http://ruffnex.oc.to/ken;ji/text/08bin400/DEFCON_CTF_08 Binary 400.pdf
http://ruffnex.oc.to/ken;ji/text/08bin400/ctf _bin400.zip
http://07c00.com/hiki/hiki.cgi?IDC+Script+for+IDAPro
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Exploit

# cat exploit.c
int main(void)

{
sendmsg(0, 0, 0);
getpeername(0, 0, 0);
close(0);
close(0);
close(0);
read(0, 0, 0);
open(0, 0, 0);
exit(1);
}
# gcc exploit.c -o exploit
# ./exploit
BODY MASSAGE!

# cat exploit2.c
int main(void)

{
recvfrom(0, O, 0, 0);
recvmsg(0, 0, 0);
close(0);
close(0);
close(0);
read(0, 0, 0);
open(0, 0, 0);
exit(1);
}
# gcc exploit2.c -0 exploit2
# ./exploit2
BODY MASSAGE!
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IDAPro
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* Imp push, ret

push
retn

loc 804CC36

imp loc 804CC36

-text:0804CC36
.text:0804CC3A
.text:0804CC40

cmp
jnz
Jmp

dword ptr [ebp-30h], O
loc_8049F74
loc_8049F68
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pushf, popf

imp loc 8048D61

 Imp stc, |b
pushf
stc
jb loc_8048D60

\

_text:08048D60  popf /
v

.text:08048D61 mov ecx, [ebp-34h]
.text:08048D64 mov edx, [ebp-14h]
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* Jmp

mov, call, pop

° push, pop
push eax imp loc 804BCB9
mov eaX, Sub 804BCB7
call eax

P —

-text:-0804BCB7 pop ax
.text:0804BCBS8 pop eax

.text:0804BCB9 leave
.text:0804BCBA retn
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* IDAPro

jmp
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Forensic

OS

foo.exe

““forensics challenge””
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« PDB

PDB

OS
Windows? Linux? BSD?

foo.exe
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OS

$ gunzip forensics500.dd.gz
$ strings forensics500.dd | more

MDmd@
IThis program cannot be run in DOS mode.
$ strings forensics500.dd | grep ""Windows*

A system file that is owned by Windows 2000 was replaced by an application

Windows2000
ostest.pl

http://sourceforge.net/project/showfiles.php?group id=164158&package
_id=203967
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. Ox03 OxXX Ox1b OxXX

foo.exe
AODRESS 00 071 02 03 04 0% 06 OF 08 09 0A OB 0C 0D OE OF D12345B?89ﬁBEDEF
0167850 10 FF 00 00 00 20 B8 8C BO FF BS 76 32 E1 ...... BE-. M2

OTE7SE0 B02 00 00 00 68 B3 A9 FF 68 B3 A9 FF M. ...hoo. ko,
01E a»v ﬂB FF 70 B8 A9 FF[00_CO B 00100 00 B& 00 oo, Bh. . 3h,
00 00 00 00 00 00 00 00 00 CD~QQ 00 00 00
00 00 00 00 00 00 0T 00 00 00 8F80_00 0

(1)

00 00 00 00 00 00 88 E3 B1 FF 00 00 0O 00 ........ ET.....
OB FF 00 00 00 00 45 BA Ay FF 48 BA A3 FF .7...... Har. Hd.
00 00 00 00 00 00 00 00 00 00 SSEsius
Tlig 00 00 00 00 00 00 00 00 00 00 00 00 00
00 04 Cs 29 A2 ET 00 00 00 00 00 00 00 00
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PDB

PDB /» (PDE >> 12) > 0x1000

T >

PTBA

JE

PDE 1 /’ (PDE >> 12) > 0x1000 PTBA

PDE 2

PBA

PTE 1
PDE 3 / PTE 2
(PTE >> 12) < 0x1000

PTE 1

PTE 2

N

N

Physical memory!

Physical memory!

ir

ir

Virtual memory!

Virtual memory!

PBA _— (PTE >> 12) > 0x1000 )

offset

PDE(index) >< 0x400000 PTE(index) >< 0x1000
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foo.exe

$ hexdump -C 0xb6c000.mem ! grep "MZ"
00018000 4d 5a 90 00 03 00 00 OO 04 00 00 OO0 ff ff 00 00
00022000 4d 5a 90 00 03 00 00 00O 04 00 00 00 ff £f 00 00
00048000 4d 5a 90 00 03 00 00 00O 04 00 00 00 ff £f 00 00
0004f5c0 30 83 f9 ff 74 2b 21 45 fc 66 81 39 4d 5a 75 1d
$ hexdump -C 0xb6c000.mem ! grep "forensics"
0001030 25 70 Oa 00 66 6F 72 65 6e 73 69 63 73 20 63 68
0007c030 25 70 Oa 00 66 6F 72 65 6e 73 69 63 73 20 63 68
$ strings 0xb6c000.map ! grep "0x18000"

0x400000 0x18000  0x1000

* O0x400000 V  0x18000

10, .. t+1E_F.OMZu. !

1%p. . forensics chj
"%p..forensics ch!

* forensics challenge 0x1f034
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forensics challenge

0x400000 + (0x1f034 - 0x18000) = 0x00407034

0x00407034
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* Trivia

Trivia

X86 ““¥XEB¥XFE~~

PowerPC

PowerPC

OxEB

jmp

jmp
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« PowerPC

jmp PowerPC b
 IDAPro
— PowerPC
b
— Web PowerPC

jmp

IDAPro
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Trivia

* PowerPC jmp ”0x48"
00000000 sub_ 00000000
00000000 b sub 00000000 i)

.| ““0x48 0x00 Ox00 0Ox007*

110”
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Binary 400
http://nopsr.us/ctf2008qual/reversing400-b05¢c8059389c8ade8e1a10314f458be5

Forensics 500
http://nopsr.us/ctf2007 prequal/forensics500-88b33eb4b8a2b9a49a632394ba746088.dd.gz

by FFR
http://www.fourteenforty.jp/research/research papers/SystemCall.pdf

Windows(Forensic -> Memory)
http://www.kazamiya.net/node/18

Linking File Objects to Processes
http://computer.forensikblog.de/en/2009/04/linking file objects to processes.html#more

Reconstructing the Process Memory
http://computer.forensikblog.de/en/2006/04/reconstructing the process memory.html

DEFCON CTF '07 Forensics 500
http://07c00.com/hiki/hiki.cqi?DEFCON+CTF+%2707+Forensics+500
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Any Questions?
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